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An Adaptive Control Architecture for Mitigating Sensor and Actuator
Attacks in Cyber-Physical Systems
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Abstract—Recent technological advances in communications
and computation have spurred a broad interest in control law ar-
chitectures involving the monitoring, coordination, integration, and
operation of sensing, computing, and communication components
that tightly interact with the physical processes that they control.
These systems are known as cyber-physical systems and due to
their use of open computation and communication platform archi-
tectures, controlled cyber-physical systems are vulnerable to ad-
versarial attacks. In this technical note, we propose a novel adaptive
control architecture for addressing security and safety in cyber-
physical systems. Specifically, we develop an adaptive controller
that guarantees uniform ultimate boundedness of the closed-loop
dynamical system in the face of adversarial sensor and actuator
attacks that are time-varying and partial asymptotic stability when
the sensor and actuator attacks are time-invariant. Finally, we pro-
vide a numerical example to illustrate the efficacy of the proposed
adaptive control architecture.

Index Terms—Actuator attacks, adaptive control, cyber-physical
systems, partial asymptotic stability, sensor attacks, uniform ulti-
mate boundedness.

|. INTRODUCTION

The design and implementation of control law architectures for mod-
eling and controlling complex dynamical systems is a nontrivial control
engineering task involving the consideration and operation of com-
puting and communication components interacting with the physical
system to be controlled. These complex dynamical systems merge
the cyber-world of computing and communications with the physical
world, and are known as cyber-physical systems (see [1] and the ref-
erences therein). Cyber-physical systems are characterized by a large
number of highly coupled heterogeneous dynamic network compo-
nents and have become ubiquitous in the control of complex dynamical
systems given the recent advances in embedded sensor, computation,
and communication technologies. Such systems include safety-critical
aerospace systems, power systems, communications systems, network
systems, transportation systems, large-scale manufacturing systems,
integrative biological systems, economic systems, process control sys-
tems, and health-care systems, to name but a few examples.

In all of the aforementioned applications, reliable system analysis
and decentralized control system design, with integrated verification
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and validation, are essential for providing high system performance and
reconfigurable system operation in the presence of system uncertainties
and system component failures. Even though cyber-physical systems
are transforming the way we are interacting with the physical world,
they introduce several grand research challenges. In particular, the
complex, large-scale heterogeneous architectures and components that
are pervasive in cyber-physical systems demands system robustness,
resiliency, reliability, safety, and security for addressing the constantly
changing and reconfiguring dynamics of these systems whose compu-
tation, information, and control processing is tightly coupled with the
physical process. And given that a wide range of cyber-physical sys-
tems involve the use of open communication and computation platform
architectures, they are vulnerable to adversarial cyber-attacks that can
have drastic societal ramifications.

In particular, attackers can gain access to sensing and actuation com-
puting platforms and manipulate system measurement data and control
input commands to severely compromise system performance and in-
tegrity, and hence, security and safety in cyber-physical systems is
of paramount importance. In contrast to classical estimation and con-
trol problems, wherein physical system variables cannot be measured
directly due to sensor noise and are typically assumed to fluctuate
about their true value, controlled systems with measurement and actu-
ation devices that are hijacked and controlled by an adversarial entity
that actively engages to maximally degrade system information and
control require new and novel control algorithms to recover system
performance.

Cyber-physical system security involving information security and
detection in adversarial environments have been considered in the lit-
erature [2]-[21], with early approaches focusing on classical fault de-
tection, isolation, and recovery schemes (see, for example, [2]-[4] and
the references therein). In this technical note, we build on the solid
foundation of adaptive control theory to develop new adaptive control
architectures that can foil malicious sensor and actuator attacks. Specif-
ically, we develop an adaptive controller for mitigating time-varying
and time-invariant, state-dependent sensor and actuator attacks. We
show that the proposed controller guarantees uniform ultimate bound-
edness of the closed-loop dynamical system when the adversarial sensor
and actuator attacks are time-varying and partial asymptotic stability
when the sensor and actuator attacks are time-invariant. Finally, we
discuss the practicality of the proposed approach and provide a numer-
ical example involving the lateral directional dynamics of an aircraft to
illustrate the efficacy of the proposed adaptive control architecture.

II. NOTATION AND PROBLEM FORMULATION

The notation used in this technical note is fairly standard. Specifi-
cally, R denotes the set of real numbers, R" denotes the set of n x 1
real column vectors, R"*™ denotes the set of n x m real matrices,
()T denotes the transpose operator, ()~ denotes the inverse op-
erator, det(-) denotes the determinant operator, || - [|; denotes the
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Fig. 1. Closed-loop dynamical system in the presence of sensor and
actuator attacks.

absolute sum norm, || - ||, denotes the Euclidian norm, and || - || de-
notes the Frobenius matrix norm. Furthermore, we write Ay, (A)
(respectively, Amax(A)) for the minimum (respectively, maximum)
eigenvalue of the matrix A, spec(A) for the spectrum of the ma-
trix A including multiplicity, and z (respectively, T) for the lower
bound (respectively, upper bound) of a bounded signal; that is, for
z(t) eR™, t >0, x < ||x(t)]]2, t >0 (respectively, ||z(t)]. < T,
t>0), and for X (t) e R?*™ ¢t >0, z < || X(¢)]|r, t > 0 (respec-
tively, | X (t)||[r < T, ¢t > 0). Finally, for y € R", y; denotes the ith
component of y.

In this technical note, we consider linear dynamical systems ¢ of

the form

z(t) = Az(t) + Bu(t), =z(0)=z, t>0 (1)
where z(t) € R", t > 0, is the state vector, u(t) € R™, ¢t > 0, is the
control input, and A € R"*" and B € R"*™ are known system ma-
trices. We assume that the pair (A, B) is controllable and the control
input u( - ) is restricted to the class of admissible controls consisting
of measurable functions such that u(¢) € R™, ¢ > 0. In addition, we
assume that the compromised system state

z(t) = x(t) + 4 (¢, z(t)), t>0 )

is available for feedback, where Z(¢) € R",¢ > 0,and Js : R x R* —
R™ captures sensor attacks. In particular, if d;(-, ) is nonzero, then
the uncompromised state vector z(t), t > 0, is corrupted with a
faulty (or malicious) signal & (-, -). Alternatively, if &, (¢, z) = 0, then
Z(t) = z(t), t > 0, and the uncompromised state vector is available
for feedback. Furthermore, we assume that the control input is also
compromised and is given by
u(t) + 0. (t,z(t)), t>0 3)
where 4(t) € R™, ¢t >0, and §, : R x R" — R™ captures actuator
attacks. In particular, if d, (-, -) is nonzero, then the uncompromised
control signal wu(t), ¢ > 0, is corrupted with a faulty (or malicious)
signal , (-, -). Alternatively, if 0, (¢,z) = 0, then @(t) = u(¢t), t > 0,
and the control signal is uncompromised; see Fig. 1.

Since (A, B) is controllable, there exists a feedback gain matrix
K € R™*" suchthat A, & A + BK is Hurwitz. In this case, it follows
from converse Lyapunov theory [22] that for every positive definite
matrix R € R"*", there exists a unique positive-definite P € R"*"
satisfying

0= AP+ PA, +R. )

For 4(t, z(t)) # 0,t > 0, and d, (¢, z(t)) # 0, ¢ > 0, our objective is
to design a controller 4, of the form

u(t) = K&(t)+wov(t), t>0 Q)

where v(t) € R™, t >0, is a corrective signal that suppresses or
counteracts the effect of state-dependent sensor and actuator attacks
0s(t,z(t)), t >0, and d,(¢t,z(t)), t > 0, to asymptotically (or ap-
proximately) recover the ideal system performance achieved when the
uncompromised state vector is available for feedback and control signal
is uncompromised.

I1l. ADAPTIVE ULTIMATE BOUNDEDNESS AND STABILIZATION FOR
STATE-DEPENDENT SENSOR AND ACTUATOR ATTACKS

In this section, we design the corrective signal v(t), t > 0, in (5) to
achieve adaptive ultimate boundedness and stabilization in the presence
of state-dependent sensor and actuator attacks. We assume that the
sensor attack in (2) is parameterized as J; (¢, z(t)) = w(t)z(t), t > 0,
where w(t) € R, ¢ > 0, is an unknown time-varying weight such that
lw(t)|ls <w,t>0,and |1(t)|2 <, t > 0, with unknown bounds
w and 1. In this case, we assume that w(¢) > —1, ¢ > 0, in order
to construct a feasible corrective signal v(t), t > 0, since w(t) = —1
resultsin Z(¢) = 0, and hence, it is not possible to construct v(t), ¢ > 0,
to asymptotically recover the ideal system performance.

Furthermore, we assume that the actuator attack in (3) can be parame-
terized as 8, (t, 2(t)) = WT (t)p(x(t)), t > 0, where W (¢) € RP*™ |
t >0, is an unknown time-varying weighting matrix and ¢(z(t)) €
R?, ¢ >0, is a nonlinear function with a known structure and with
x(t), t > 0, in general being unknown. Since the uncompromised state
vector z(t), t > 0, is not available for feedback, we rewrite

W (Dp(a(t)) = W (Op(@(1) + olta®), t20  (©)

where o(t,z(t)) € R™, t >0, is unknown and bounded, that is,
llo(t, z(t)|2 <&, t >0, and where & > 0 is unknown. Note that
assuming that ||o(¢,z(¢))|ls < &, t > 0, is without loss of general-
ity since a worst-case actuator attack will lead to actuator amplitude
saturation in practice. Therefore, (1) can be equivalently written as

i(t) = Aw(t) + Blu(t) + W (0)p(@0) + o(t, ()],

2(0) =z, >0, ™

To achieve system ultimate boundedness in the face of time-varying,
state-dependent sensor and actuator attacks, we use the corrective signal
given by

o(t) = —A()KE(t) - W (©)p(@(t) - 6(t)sen, (BT Pa(t),
t>0 (8)

where, for y € R", sgn, (y) £ [sgn(y1),...,sgn(y,)]", sgn(a) £
o7, @ # 0, and sgn(0) £ 0, and

i) = Proj[(t), & () PBK(1)], (0) =,
W(t) = nProj, [W (), p(@(t)7" (1)PB], W(0) =Wy, (10)
(11

where i(t) € R, t > 0, is the estimate of 1u() £ w(t)(1 + w(t)) ™" €
R, ¢ > 0, that depends on the sensor uncertainty w(t), t > 0, W (t) €
RP*™ 't > 0,1s the estimate of the parametric uncertainty W (¢),¢ > 0,
G(t) € R, t > 0, is the estimate of the unknown bound 7, v € R, n €
R, and v € R are positive design gains, and Proj : R" x R" — R" is

the projection operator. Specifically, for a continuously differentiable

t=>0, 9

]
5(t) = vProj[é(t), ||" (t)PB|i], 6(0) = 6y
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s (5“3,9;9 %%ux | where

Omax € R is a projection norm bound imposed on § € R" and gy > 0
is a projection tolerance bound, the projection operator Proj : R" x
R"™ — R" is defined by

convex function ¢ : R" — R given by ¢(0) =

Proj(0,y)
Y ifp(0) <0
2 ol if $(8) > 0and ¢/(0)y <0, (12
y— Sae(0), it 6(6) > 0and ¢/(0)y > 0

where y € R". Note that it follows from the definition of the projection
operator that (6 — 0*)T (Proj(6,y) —y) < 0,0* € R" [23]. Further-
more, Proj, : R"*™ x R"*™ — R"*™ defines a generalization of
the projection operator to matrices wherein

Projn (0,Y) = (Proj(col; (0),col; (Y))),...,

Proj(col,, (0),col, (Y)))) (13)

where © € R 'Y € R"*™  and col;(-) denotes the ith column
operator. In this case, for a given ©* € R"*™ , it follows from (12) that

tr[(0—0)T (Proj,, (0—-Y)—

i col; (
i=1

Y]

)T (Proj(col; (), col; (Y)) —col, (Y))] <0 (14)

holds. In this technical note, we assume that the projection norm bound
imposed on each column of © € R"*™ is Oy, .

Next, define i (£) 2 i(£)AT (), t >0, Wi(t) 2 W(AZ (), t >
0, and o, (t) 2 G(H)AT (1), t >0, with fi(t) 2 p(t) — a(t), t >0,
W) 2 W) —W(t), t>0,5(t) 25 —56(t), t >0, and A(t) 2
(1+ w(t))fl, t > 0. Since w(t) > —1, note that p(¢), ¢t > 0, and
A(t),t > 0, are well-defined and A(t) > 0, t > 0. For the statement of
the next result, note that

i(t) = Avz(t) + p(t)A T () BKE(t) + BWE (AT (£)p(2(1))
+ B(o(t,z(t)) — 6(t)sgn, (BT P#(t))),
2(0) =z, t>0, (15)
fin(t) = [ju(t) = yProj(ju(t), " () PBKH(1))]A% (1)
o m MDA, 1(0) = o, (16)
Wit) = [W(t) — nProjw (W (t), (#(£)3" (1) PB)]A* (1)
+ %Wk(t))\(t)xl(m W;.(0) = Wiy, a7
6:(t) = [~vProj(6(t), [|7" (1) BP||1)]A% (1)
+ lm(t)i(t),rl (t), 0:(0) = 2. (18)

2

Theorem 3.1: Consider the linear dynamical system ¢ given by
(1) with time-varying, state-dependent sensor and actuator attacks
given by (2) and (3), respectively, where |w(t)|, <@, t>0,
()l <@, ¢ >0, [W(R)|le <T, 20, W) <W,t>0,
and |[o(t,z(t))||2 <@, t > 0. Then, with the controller 4. given
by (5) and the corrective signal v(t), ¢ >0, given by (8), the
closed-loop system given by (15)—(18) is uniformly bounded for all

($U s 20 5 WAU 5000 ) € R" x R x RP*™ x R with the ultimate bounds

1

——[Amax (P)d; L.
)‘min(P)[ de( )dl dZ

[l (®)]l2

IN

+ ryilx(ﬁ + ﬂmax)2+n71X(W + VAVnwLx)2

1
7

A | (19)

[’Yklnax (P)dfl dZ + X(H"' ﬂmax)2

o (W 4 Wiae)®

i ()] <

+ W R + Gunx)1E, £ T (20)
[n)"max (P)dl_le + T]’Y_lx(ﬁ + ﬂmax)2

F (W + Whay)

[W3.(8) |l

IN

F R (T + Guan )T, E> T, 1)

‘U)»(t” [V)"max (P)dfldQ + V"}/ilx(ﬁ + /Al,max)2

IN

1

Fun AW 4 Wanae) 457 + 6uax )17,

t>T (22)

where T> 0 dl £ )‘qnln (R) d = ,Y 1[2(/.1 + 'um‘“‘)'u)L +

(ﬁ‘l’ ﬂmax) )\-}+7]71[2(W+W1111X)W)\-+ (W+Wm1\) }‘i’

v(e+ Jmax) A, and fimax € R, Wiax € R, and 6,0 € R are
projection norm bounds.

Proof: To show boundedness of the closed-loop system given by
(15)—(18), consider the Lyapunov-like function given by

V(%MMWA,UA): ' Pr 4+~ pl 4 e (WEIW) + v o)
(23)

where P satisfies (4). Note that V' (0,0,0,0) = 0, V (z, 3, Wy, 03) >
0 forall (z, ju;,, Wi, 05) # (0,0,0,0),and V (z, 1, W, 03) is radially
unbounded. The time derivative of (23) along the closed-loop system
trajectories of (15)—(18) is given by

V((t), 1 (8), Wi(t), 0(1))
=  —a2"(t)Ra(t) + 2u (AT (t)2" (t) PBK#(t)
+ 29 () [u(t) — AProj(alt),
#T () PBKE(1))|A7 (¢)
" () PB (8277 ()
2" (t)PB]

T (AR (E) + 2
20 W (A () (E(L))
+ 20 e [T (8) [W(¢)

— nProju, (W (1), ¢(Z(t))Z" (t)PB)JA* (t)]

o (W (OWLE)A6A (1)

+2" (t)PB(o(t, 2(t)) — ()sgn (BT P(t)))
+2v o (8) ][~ I/PI‘O_]( (t)BPl )} 7 (1)
LR (AT (8). (24)
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Now, using
27 (t)PB(o(t,z(t)) — 6(t)sgn, (B” PZ(t)))
= 23" (t)PBo(t,x(t))r(t)

—2z" (t)PBo(t)A(t)sgn, (B' Pi(t))
< 2|@" () PBILTA(t) — 2||2" (1) PBl16(t)A()
=2||3" () PBl1os (t)2% (1), >0 (25)

it follows from (24) that
V(@ (t), (1), Wi(0),

< — 2T () Ro(t) + 2us.(t) 2

+ I OAOAT () + 29 (8 [(t)
—Proj(i(t), & (1) PBKE(t))]2* (1)
+ 20 (W) (127 (1) (3(1)) 2"

+ 20 e[ W (8) W (£)
—nProju, (W (1), ¢(#(t))&
e (WS (WL ()02 ()

() BP|10: ()2 % (t)

Ux(t))
Y (1)@t () PBK(t)

(t)PB]

MH

T(t)PB)]rz (1)
+2)z"
+ 207 0, () [-vProj (6 (t), ||
+r e (AHA(E), t>0
= A(D)E(t), t > 0.

#T(t)BP||)) A% (1)
(26)

where we used the fact that ()
Next, for ¢ > 0, using

27
E(t)p(a(1)2"
— 7771 tI‘[W)L(t)[ﬁProjm [W(t)v @(j(t))‘%T

tr[W,.(8)A (t)PB]
(t)PB]]A% ()] <0,
(28)
T(t) + 20 oy (2)
[=vProj(a(t), |7 () BP|;)]AT () <0
it follows from (26) that
V ((8), w3 (1), Wi (£), 03 (1))
< —a" (R (t) + 27w (B)ja(t) + 7 (BAHA (1)
+ 207 e[ ()W ()] + 7 e [WE ()W (84027 (1))
+r o2 (HD)A()AT(t)
< —diflz(®)]3 + da,
V(x(t), pa(t), Wi(t), o

2||Z" (t) BP0 (t)2
(29)

t>0 (30)

and hence, outside of the

compact set

(1)<

Fe 2 {(2,1, Wi, 7)€ R" X R x R xR
lzlla <91, fpal <9,

IWille < 95, and |0z < s | 31

where 14

1 1 ~
£ V dZ/dl ) 192 £ r7 (ﬁ+ ﬂmax)a 193 £ A (W+ Wmax),
and 9, £ e (7 + Gmax). This proves uniform boundedness of the
solution (z(t), 13 (t), W;.(t),0:(t)) of the closed-loop system given
by (15)—(18) for all (x(hﬂk(h W)L(h O')LU)E R" x R x RP*™ x R [22]
To show the ultimate bounds for x(t), t > T, u; (t), t > T, W, (¢),
t > T,ando;(t), t > T, given by (19)-(22), note that, for t > T'

Aanin (Pl ()13 + 57" |1 (8)]?

+ 07 IWa®E + v Mo () < Umax (32)

where Upax = Awin (P)9? 4y 192 + 17193 + v 193, Tt now fol-
lows from (32) that ||z(¢)]|3 < s, t > T, [ (O < YUmax,
t> T, [[Wi(O)|> < numax,t > T,and |0, (t)]* < vvmax,t > T.The
result is now immediate. n

Remark 3.1: Theorem 3.1 assumes that w(¢) > —1, ¢ > 0. This
assumption implies that A(¢) > 0, ¢ > 0. As long as the sign of A(¢) is
known, Theorem 3.1 can be used to address the case where A(¢) < 0,
t > 0. The assumption w(t) > —1, ¢ > 0, can be relaxed by utilizing
tools from [24] that can allow A(%) to have any sign as long as w(t) #
—1 under the assumption that its sign is a priori known.

Note that the controller u(t), ¢ > 0, given by (5) is discontinuous
because of the presence of the signum function sgn, ( - ) in the controller
architecture. This discontinuity can lead to a chattering phenomenon,
which is undesirable in practice. In order to reduce or eliminate the
chattering effect, a smooth function can be implemented instead of the
signum function [25]; that is, we replace sgn, ( - ) by tanh, ( - ), where,
fory € R", tanh, (y) £ [tanh(y,), ..., tanh(y,)]". Note that ([25])

0 < |a| — atanh (g) < ¢e, a€eR (33)

where £ > 0 is a design constant and ¢, satisfies ¢, = e~ (©0*1) and

hence, ¢y = 0.2785. Thus, we modify (8) as

o(t) = —pt)Ki(t) — W (t)e(@(t)
— &(t)tanh, (m) , t>0. (34)

In this case, (25) becomes

o(t, () — &(t)tanh, (%()o()) }

< 2" (1) P B, (t)

2" (t)PB

— 25T (1) PB& (1) (t)tanh, (W)

3}

= 2z" (t) PBIL & ()A(t)
+ i” (t)PB)i6(t)]
— (2" (t)PB);6(t)tanh, (w) ]

< 2| ()PB|1o; (AT (t) + 2mAcee, t>0. (35
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Now, it follows from (30) that
V (@), pa(8), Wi(t), 04(1))
< —a' () Ra(t) + 2T1ux(t)ﬂ(t)
T (OO () + 207 e[ WL () W(8)]
W (WL )AL (1))
+ v L2 (DAL (t) + 2mAcoe
< —d[lz(®)II3 + ds,

t>0 (36)

where 7d5 £ 771 [2 (ﬁ + ﬂma)ﬂﬁ + (ﬁ + ﬂmﬂx)2;]7+ 7771 [2 (W +
VVmax)WX-F (W+ Wmax)zi] +uv! [(E—O— &nlax)zi] + 2mhcye.
Hence, V(:L(t)7 w (1), Wi(t), s

Q2 {(x,/u,Wk,ox)E R" x R x RP™ x R : ||z]|; < 91,

(t))< 0 outside of the compact set

[pa] <99, [[Willp < U5, and |oy] < 194} 37

Ay 0y 2T ([ i), O3 2 TF (W + W),
and 9, £ X% (E+ Om aX). This proves uniform boundedness of the
solution (x(t), 1 (t), Wi(t), 04(t)) of the closed-loop system given
by (15)-(18) for all (2, pta0, Wio, 020) € R” X R x RP*™ x R. Ul-
timate boundedness follows using similar arguments as in the proof of
Theorem 3.1.

Remark 3.2: In arriving at Theorem 3.1 we assumed that
llo(t,z(t)|ls <&, t >0, where & > 0 is unknown. Alternatively,
we can assume that o(t,z(t)) satisfies the Lipschitz condition
llo(t, z(t) |l < al|z(t)]2, t > 0, where & > 0 is an unknown Lip-
schitz constant. In this case, it can be shown that Theorem 3.1 holds
with

where 1,

— MOKE() = W (1)p(E(t))
— o (t)]|Z(t)[l258n, (BT PE(1)),
and with (11) and (18) replaced by
o(t) = vProj[a(t), |[3(t)[a]|7" 5(0) = 60, (39)
G:(t) = [—vProj(6(t), [|2(t)[2][2" (®)BPI)]a* (¢)

+ %ak(t)}»(t))fl (1),

u(t) =

t>0 (38)

(t)PB|:],

UA(O) =050- (40)

Next, we specialize Theorem 3.1 to the case where the sensor and
actuator attacks on the system are time-invariant. In particular, we
assume that the compromised system state is given by

E(t) = x(t) + 6 (x(1)), 1)

and is available for feedback, where Z(¢) € R, ¢ > 0,and 6 : R" —
R™ captures sensor attacks. Furthermore, we assume that the control
input is also compromised and is given by

a(t) = u(t) + 6a(z(t)),

where 4(t) € R™, ¢t >0, and J, : R" — R™ captures actuator at-
tacks. Moreover, we assume that the sensor attack in (41) is pa-
rameterized as ds(z(t)) = wz(t), t >0, where w € R is an un-
known weight such that ||wl||s <@ with unknown bound w. In ad-
dition, we assume that the actuator attack in (42) is parameterized
as 6, (z(t)) = WTo(z(t)), t > 0, where W € RP*™ is an unknown
weighting matrix and ¢ (x(¢)) € R”, ¢ > 0,is anonlinear function with
a known structure and with z(¢), ¢ > 0, in general being unknown. In
this case, (6) becomes

Whep(x(t) =

t>0

t>0 (42)

Whe(E(t) +o(x(t)), t>0 (43)

where o(z(t)) € R™, t >0, is unknown and bounded, that is,
llo(xz(t)|l2 <&, t >0, and where & > 0 is unknown. Therefore, (1)
can be equivalently written as

i(t) = Aw(t) + Blu(t) + W o(3(1)) + a(w (1)),

2(0) =m, t=0. (44

Next, define ju; (£) 2 A()AT, ¢t > 0, W, (t) 2 W(t)AT, ¢ > 0, and
o, (t) £ G6()Az, t >0, with f(t) £ p— a(t), t >0, W(t ) £ AW -
W(t), t >0, 6(t) 25 —a(t), t >0, and 2 2 (1+w) . For the
statement of the next result, note that

B(t) = Aca(t) + () FBEE(t) + BWT ()3 F (i)

+ B(o(x(t)) — a(t)sgn(B" Pi(t))),
z(0) =z, t>0, (45)
l'h(t) = —’YPTOj(ﬂ(t)» it (t)PBK;%(t)))»%, 11(0) = pa0, (46)
Wa(t) = —nProju (W (t), @(#(t))i" (t)PB)A*T,
WA(O) = W)LU7 (47)
5:(t) = —vProj(a(t), |7 ()BP|[)AZ, 0:(0) = 0y9.  (48)

Theorem 3.2: Consider the linear dynamical system ¢ given by (1)
with time-invariant, state-dependent sensor and actuator attacks given
by (41) and (42), respectively, where ||wl|ly <@, ¢ >0, [|[W|r < W,
t >0, and ||o(z(t))|l2 <7, t > 0. Then, with the controller ¥,
given by (5) and the corrective signal v(t), ¢t > 0, given by (8), the
closed-loop system given by (45)—(48) is Lyapunov stable for all
(51307/1107 W)L[MO')L())E R™ x R x RP*™ x R and lilnt_,oo I(t) =0.

Proof: Since the sensor and actuator attacks are time-invariant,
it follows that o =0, A =0, and W = 0, and hence, dy in The-

orem 3.1 glven by dl =7 1[2(M+Mmdx)u)‘+ (I’L+Mmd‘() )\] +

N2 + W)W I 4 (W + Wnae) A+ 07 (T + G ) ]
=0. In this case, with the Lyapunov function candidate
V(z, 2, Wy, 0,) given by (23), using similar arguments as in
the proof of Theorem 3.1 it follows that

V (), . (t), Wi (1), 0(t)) < —a" (t)Ra(t)

< —difla )3,

t>0 (49

which shows that the closed-loop system given by (45)—(48) is Lya-
punov stable for all (xo,,uw s Wio, O’AO)E R" x R x RP*™ x R.

Finally, with W] (.’IU,,LL)L,W)L,U)L): W2 (m,ux,Wk,m):
V(z,p2, Wi, 0,) and W (z,p, Wi, 05)=2" Rz, it follows
from Theorem 2.5 of [26] that (2:(t), p(t), Wi(t), 0.(t))— Z as
t — 0o, where %2 {(m,m,WhaA): W(z,u;\,Wk,(f,\): 0} =
{(m, o, Wi, ax): 2 = 0}. In particular, note that

W (2 (), s (£), Wi(t), 03(8)) = 22" () Rik(1)
= 20" ()R[A,x(t) + pi; (t)A" T BKE(t) + By ()47
+BW (DA (3 (1) + B(o(x(t) — 6(t)sgn(B" Pi(1)))]

is bounded for all ¢ > 0, and hence, all conditions of Theorem 2.5 of
[26] are satisfied proving that z:(¢) — 0 as ¢ — 0. |

Remark 3.3: 1t is important to note that since V(.L(t),
1 (t), Wi(t),0:(t)), t >0, is not continuously differentiable, a
standard proof involving Barbalat’s lemma does not hold in prov-
ing partial asymptotic stability in Theorem 3.2. Consequently,
Theorem 3.2 requires the more general result given by [26,
Theorem 2.5].
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Fig.2. Nominal system performance of the lateral directional dynamics ~ Fig- 3. System performance of the lateral directional dynamics of the

of the aircraft given by (50) when the state vector x(t), ¢t > 0, is available
for feedback and the control signal is uncompromised.

IV. ILLUSTRATIVE NUMERICAL EXAMPLE

To illustrate the key ideas presented in this technical note, we con-
sider a dynamical system representing the lateral directional dynamics
of an aircraft adopted from [24, p. 136] given by

B(t) —0.025 0.104 —0.9947 [ B(t)
pt) | = | 5747 0 0 p(t)
7(t) 1620 0 0 r(t)
0.122  —0.276
+|-53.61 3325 |u(t), t>0 (50)
1955 —529.4

where [3(0), p(0), 7(0)]T = [1, —2, —1]T and with state feedback
control gain

[ 2.053
~ | -3.823

0.079
—0.128

—0.045

K 0.102 |’

(51

where the state vector z(t) = [B(t), p(t), r(t)]T, t > 0, contains the
sideslip angle in deg, the roll rate in deg/s, and the yaw rate in deg/s,
respectively, and the control input u(t) = [8ai1(t), 6ua (t)]T, t>0,
contains the aileron command in deg and the rudder command in deg,
respectively. The nominal performance of this dynamical system is
shown in Fig. 2.

To illustrate the results of Theorem 3.1 with (8) replaced by
(34) consider the time-varying, state-dependent sensor and actuator
attacks given by (2) and (3), respectively, with w(t) = —(0.75 +
0.15sin(2.5t)), ¢ >0, and &, (¢, x(t)) =[1, 1]70.5cos(2.5t) +
[0.1cos(2t), 0.5sin(t)]T0.2sin(B(t)) cos(p(t)), t > 0. The system
performance of the controller ¢, given by (5) without any corrective
action (i.e., v(¢) = 0) results in an unstable closed-loop system and is
shown in Fig. 3.

To design the proposed corrective signal given by (34), (10)—(11),
we set v =0.8, £=0.8, n=0.8, v =0.8, and R = I3. Alterna-
tively, a more methodical selection using a convex optimization ap-
proach [27] can be used to select the design parameters. The sys-
tem performance of the controller given by (5) with the proposed
corrective signal is depicted in Fig. 4. This shows that the pro-
posed adaptive control architecture achieves satisfactory system perfor-
mance in the face of time-varying, state-dependent sensor and actuator
attacks.

aircraft given by (50) in the presence of time-varying and state-dependent
sensor and actuator attacks without any corrective signal (i.e., v(t) = 0)
in (34).

S B(t) (deg x 25)| |
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t (sec)
Fig. 4. System performance of the lateral directional dynamics of the

aircraft given by (50) in the presence of time-varying and state-dependent
sensor and actuator attacks with the proposed corrective signal given by
(34), (10)—(11) withy = 0.8, £ =0.8,n = 0.8, » = 0.8, and R = I3.

V. CONCLUSION

In this technical note, we developed an adaptive framework for the
control design of cyber-physical systems in the presence of simulta-
neous adversarial sensor and actuator attacks. The adaptive control
framework addresses the fundamental issues of adaptation, controller
complexity, and security in controlled cyber-physical systems. In future
research, we will extend the proposed framework to develop reliable
hybrid-adaptive control architectures for cyber-physical systems in-
volving system nonlinearities and system modeling uncertainty, with
integrated verification and validation, for providing robust system per-
formance and reconfigurable system operation in the presence of sys-
tem uncertainties, component failures, and adversarial attacks. In ad-
dition, we will consider cyber-physical systems with communication
dropouts and time delays.
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